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Cocrosinue NPeCTYNNHOCTH B chepe NPOTUBOENCTBUA
KHOepnpecTyIMHOCTH.

CornacHo CTAaTHCTHKE, CIEACTBEHHBIMU MOJpa3feieHus MU ['poHEeHCKOM
obnactu Bo30yxaeHo 6osiee 1970 yronoBHBIX A€l 0 KMOEPIPECTYIUIEHUIX (pOCT
oonee yeM Ha 13% B cpaBHenuun c 2024 romom). M3 Hux Oonee 97% -—
MPECTYIUICHUS O XHUIIEHWHM ACHEXKHBIX cpeactB, Oosnee 200 yrojoBHBIX ACT O
TSKKUX MPECTYIUIEHUSIX (CyMMBI yiiepOa npeBbiciiid 250 0a30BbIX BEIHYMH).

VYaeneHBI BeCc KHOEpHpecTyIsIeHUH B OOIEH Macce BCeX MPEeCTYIUICHUN
npeBbiciil 31% (OUYTH KaKJI0€ TPEThE NMPECTYIUICHHUE).

VY rpaxnan obGnactu B 2025 roay WHTEPHET-MOIICHHHKAMU MOXMIIEHO
0oJee 8§ MIJIJIMOHOB pyOJIEH.

Haubosiee pacnpocTpaHeHHbIe CXeMbl M CHOCOObI, KOTOpbIe
HCHOJIB3YT TMNPECTYNIHUKH /JI XHUINEHHUS] [IeHEeKHbIX CpPeICTB B CeTH
NuTepHer:

1. TEJE®OHHBIE 3BOHKHN B MECCEH/IKEPAX u pexe 1o
OObIYHOM _ CBSI3U 0T HMEHM Pa0OTHUKOB 0aHKOB, COTPYAHUKOB
MPABOOXPAHUTEIbHBIX OPraHOB, PA0OTHUKOB ONEPATOPOB COTOBOW CBSI3H M
HMHBIX OPraHu3anui (MOLIEHHUKAMU B X0JI€ 3BOHKOB COOOIIAeTCs):

Mo CyYeTy TrpaxJaHuHa 3a(UKCUPOBAHBI MPeCTyNHbIe (PUHAHCOBBIE
onepanuu, MO3TOMy OyJeT MpOBEIEeH OOBICK U BO30YXKICHO YrOJOBHOE €TI0,
yTOOBI 3TOro u30eXkaTh, HEOOXOAMMO «3aJCKIApUpPOBATH» BCE HUMEIOIIUECS
CpE/ACTBa IyTEM MEPEBO/Ia Ha CIIEHUANIbHBINA CUET WU NEPEIaTh Kyphepy;

OaHKOBCKMI C4YeT «B PYKax» 3J0YMBIILUIEHHUKOB U HEOO0XOIUMO
NEePEBECTH JCHBI'M Ha «0E30TaCHBIN CUETY);

MOILIEHHHUKY 0 OPMUJIM KPEAUTHI HA TPAXKJaHUHA U JJIS1 IPOTUBOCHCTBUS
(aHHYJIMpOBaHUS) BJIAJIEIIBIY cU€Ta HY>)KHO caMOMy O(OPMHTH HOBBIE KPEAUTHI U
IIEPEBECTHU AEHBIM HA JPYTUE CUETA;

NOTEPNEBIINA  y4yacTBYeT B HEKOW cHeunomepamuM 10  [OUMKE
NPECTYNMHUKOB  JMOO  HETOOPOCOBECTHBIX PAOOTHUKOB OaHKa, MMO3TOMY
HEOOXOIMMO BBITIOJIHATH HY>KHbIE IEUCTBUS;




3BOHOK OT HMMEHU pOJCTBEHHUKOB, fIKOObI momaBmmx B JATII u gns
CMSITYEHHS] OTBETCTBEHHOCTH HAJI0 MEPEBECTU ACHBI'M JINOO MepeaTh UX Kypbepy.

Bce yaiiie cxema co 3BOHKaMM MpUOOpPETaeT TUOPUAHBIN XapaKTep.

IToctymaer mepBBI 3BOHOK OT HWMEHH pPabOTHHKOB «BomgokaHamay,
«JHeprocobiTay, «benmoute», «1oModoHHOrO cepBucay, «MHCHeKkuu 1Mo
AIIEKTPOCBSI3W», OMIEPATOPOB COTOBOM CBSI3H.

MounieHHUKAMHA CO00IIAeTCH:

OyJeT mpOU3BOAUTHCS 3aMEHA CUETYMKOB MJIM YUIIOB ISl JIOMO(OHA,;

MOCTYIHUJIO 3aKa3HOE MHUCHhMO;

HEOOXOAMMO MPOJIUTH JIOTOBOP Ha YCIyry noctymna B HHTepHeT wiu
COTOBOM CBSA3U U JP.

HacrauBaror — HYKHO COOBHIUTH KO/l u3 mocrymuBiero SMS wim
MacIoOPTHHIE JaHHBIE.

3aTeM MOCTYIalT BTOPOW U MOCASAYIOIINE 3BOHKH OT UMEHU PaOOTHUKOB
Hanbanka, cotpyanukoB npaBooxpanutenbubix opranos (KI'b, I®P, YCK, KI'K
u Jp.)

MoueHHUKaMH CO001IAeTCH:

YTO HAKaHYHE ATO 3BOHWIIM 3JIOYMBIIUICHHUKH, KOTOPbIM BBl cooOmumu
JUYHBbIE WKW (UHAHCOBBIC [AHHBIE, C MCIOJb30BaHUEM KOTOpBHIX Ha Bac
oopMIIEHBI KpPEIUThl JUOO OAHKOBCKHI CUYET MCIOJIB3YETCA IS TEPEBOJIOB
JIEHEKHBIX CPEJICTB HA TEPPOPUCTUUECKYIO JIEATEIbHOCThD, JIMOO OAHKOBCKUN CUET
CKOMIIPOMETUPOBAH U OYAYT MOXUIIEHBI JICHBIH.

IMocTrymaroT yrpossi:

«byner BO30yKJIEHO yTOJOBHOE /1€710, OYJIET MPOBEJAEH OOBICK, UMEIOIIHUECS
HaJIMYHBIC ICHBIU OYIyT U3BATHI».

MoieHHUKH TPeOYyIT:

Bce HanmuuHble cOepexxeHus: «3AJIEKIIAPUPOBATD» nmyTtem nepeBoza mo
MPE0CTaBICHHBIM PEKBU3UTAM CUeTa MO0 NepesiaTh Kypbepy;

Bce HanmuuHbIe coepexxerus «[IPEJJOCTABUTD JIJIs1 ITIPOBEPKI» nytem
nepesayu Kypuepy,

y4acTBOBaTh B CIEIONEpalMd, YacThI0O KOTOPOW SBIAETCS OGMOpPMIICHHE
KpeauToB B OaHKax U TMEpPeBOJ ACHEXKHBIX CPEACTB IO MPEIOCTABICHHBIM
pPEKBHU3UTaM JTUOO UX Tepesiada Kypbepy;

MPEAOCTaBUTh AOCTYI K KapT-cueTy (COOOUIUTh BCE PEKBU3UTHI OAHKOBCKOM
KapThl ¥ KOJbl U3 SMS, mubo JOruH M mapoJib B MHTEPHET-0aHK) IS TIepeBo/ia
JIEHET Ha «0e30MacCHbI) CUET;

0 TIPEJAOCTABICHHONW CCBUJIKE YCTAaHOBHTH Ha TelleOH MporpamMmy
yAQJIGHHOTO JIOCTYTIA JUIsl IPOCMOTpa Bceil mHpopmalu Ha TenedoHe.

Ilpumepwl no y2onoenvim oenam:

B xontie suBaps 2026 roja xurtenbHUIE ['poaHO MO3BOHMIM Ha JIOMAIITHUN
TeneoH oT MMeHHU paboTHUKa BomokaHana v o mpeayioroM 3aMeHbl CYETIMKOB
MOTIPOCUJIM TIACTIOPTHHIE JaHHBIE. 3areM B Baiibepe u Temerpam oT uMeHH



coTpyaHukoB Jlenapramenta @uHaHcoBbIX paccieaoBanuii u KI'b coobmmim, uto
HAa OKCHIIUMHY MOIICHHUKaMH OQOpPMIIEHBI KpeauThl, OyAeT BO30YXIECHO
YrOJIOBHOE JEJIO, MPOBEACH OOBICK W MJi TOTallleHUsI KPEIUTOB €M HYXKHO
opOopMUTHh  JIpyru€ KpEauThl, a TOJy4YEHHBbIE JICHbIM TIEPEBECTH HA
MpPEJOCTaBICHHbICE PEKBU3UTHI cueToB. I[loj BIMSHUEM JHKECOTPYIHUKOB
noTepresias opopMuiia KpeauTsl B 3-x OaHkax u nepesena adepucram 6osee 41
THICAYU PYyOJICH.

B cepennne despans 2026 roma >keHIIMHE W3 MOCTOBCKOTO paiioHa
MO3BOHWJIM OT UMEHM pabOTHHKA DJIEKTPOCETEH M MOJ BUJIOM 3aMEHbI CUETUMKA
nornpocwi koa u3 SMS. 3ateM oT UMEHH MPaBOOXpaHUTENEeH COOOIIMUIIN, 9TO Ha
MMl KEHILIUHBI MOIIIECHHUKAMHU OTKPBIT OAHKOBCKUM CYET, MOCPEICTBOM KOTOPOTO
OCYILECTBIISIFOTCS  MEPEBOJABl  JICHEKHBIX  CPEICTB  JJISI  CIIOHCUPOBAHMS
TeppopusMa. ['po3mwiini  OOBICKOM U M3BSITHEM BCEX JEHEr. YKa3ald Ha
HEOOXOIUMOCTh JICKJIApUPOBaHUsS HMEIIuXcs coepexenuid. Haxomsce mon
BIUSIHUEM a(EPUCTOB, KEHIIMHA OTKPbLJIa OAHKOBCKHUI CUET, 3a4MCIIUiIa HAa HEro
BCE JICHBI'H, IOCJE YEro MpeaoCTaBuia JDKECOTPYAHUKAM JOCTYN K HMHTEpPHET-
O0aHKy, cCOOOIIMB Mapoib U koAbl U3 SMS. M kak utor morepsiia 6€3 Majaoro
18 Thicsiy pyOelt, KOTOpPBIE 3JI0YMBIIIJICHHUKH TIEPEBEH HA TMTOAKOHTPOIbHBIE UM
cyeTa.

B konue stuBaps 2026 roaa xxurenpHule ['pogHO MO3BOHWIN Ha MOOMIIbHBIN
TeraedoH OT MMEHH JOMO(OHHOTO CEepBHCA M TOJ MPEAJIOrOM 3aMEHbl YHIIOB
nomodoHa monpocunu  koxg w3 SMS. 3arem B Baiibepe oT wumeHH
MPaBOOXPAHUTENCH COOOIIMIIM, YTO MO CUeTy 3a(UKCUPOBAHBI OMEPALMU TIO0
(MHaHCUPOBAHUIO TEPPOPU3MA, 3aMMyraiu OOBICKOM U U3bSITHEM BceX JeHer. B
utore yOenunau SJKEHIIUHY B HEOOXOJAMMOCTU JACKIAPUPOBAHUS JIEHEKHBIX
cpencts. [loa BIMsgHMEM JIKECOTPYAHUKOB MOTEPIIEBILAs MepeAaia NPUObIBILIEMY
kypwepy 10 Teicsiy EBpo cOepekeHui.

Yro HYKHO 3HATD npo 3BOHKH 0T MOLICHHUKOB:

OaHKOBCKHMI CUYeT ampuopM B OC30MacHOCTH (€CIM HHKaKWe JIMYHBIC
JAHHBbIE TPAXKJIAHWHOM HE MPEAOCTABIISUINCh U HE BBOJMJIUCH Ha HEU3BECTHBIX
pecypcax, OCOOCHHO TIO TMPEJIONKEHUIO 3BOHSIIMX JIMI, B TOM 4YHCJIE HE
yCTaHABJIUBAIUCH KaKUE-TMO0 MPOrpamMMBbl);

paboOTHUKU OaHKa, COTPYAHHUKU NMPABOOXPAHUTEIBHBIX OPraHOB He OYAYT
NpPOCUTH JIMYHBbIE AaHHbIe, KoAbl U3 CMC, mpocuTh coBepIIaTh KaKue-Tuoo
JEUCTBHUSI CO CYETOM, He 3BOHSAT B MECCEH/IKepax;

padotnuku  6anka CAMOCTOSATEJIBHO npu  momo3peHusx
3a0JI0KMPYIOT CUET/aHHYJIUPYIOT KPEIUT U T.I1.

[Tpu Takux mpocb0ax B XO7€ 3BOHKA — HEOOXOIUMO B3ATh Tay3y (00aymMaTh
MPOUCXOJSIIEE: CO CUETOM KE HUYEro HE COBepliai, KapTy HE Tepsi), He
nepeaaBaTh HUKAKUX JIAHHBIX U HE COBEPIIATH HUKAKHX JIeHCTBHIA;




TP JIIOBBIX TIIPOCBBAX IIPEJOCTABUTH JIMYHBIE JIMBO
OHNHAHCOBBIE JTAHHBIE — 3aBepmiuTh pa3roBOp U IMEPE3BOHUTH B CBOU
0ank 60 B OB/I.

Kpome »sToro, moreprneBiieMy 3BOHSIIUM TaKXe MOTYT BBICHUIATHCS B
MecceHkepe (¢Gotorpaduu  CIy>)KEOHBIX  yIOCTOBEPEHUH, 3J0YMBILUICHHUKA
UHCTPYKTUPYIOT Kak ce0s1 Becth npu oOQGOpMIEHHHM KpeauTa B OaHKe.
[IpecTynHUKH OEHCTBYIOT HACTOJIBKO YOEAUTENIbHO, YTO 3a4acCTyI0 MOTEpIIEBIINE
OCYUIECTBIISIIOT MEPEBOJIbI B TE€UCHUE HECKOJIBKUX JHEH, uMes peajbHOe Bpems
noAyMarb Haj mnpoucxomimuMm. OuYeHb 4YacTO NPOUCXOAAT HHCLUEHUPOBKH C
HECKOJBKUMHU JINIIAMU (3BOHSLIUMHU).

2. ®EUKOBBIE UHTEPHET-BUPXM u yuacrue 8 ®EMKOBBIX
NHBECT-ITPOEKTAX («beaTpancl’A3», «I'azmpom», «I'ocymapcTBeHHasi
nporpaMmma» M T.1.) CXxeMbl 0TMEUYAOTCS 00JIBIIMM yIEepOOM.

Cnam peknama o (DEeWKOBBIX MpOEKTax (caliTax) paclpoOCTpaAHIETCS
NoBCIOy B ceTH MHTepHeT, 0cOOEHHO B COIMANIbHBIX ceTsX. [locne mepexoaa mo
CCBUIKE TaK HA3bIBAEMBIC «IIPEACTABUTENIN» OUPKU BCTYNAIOT B IMEPEMUCKY B
MecceHmkepe. ['paknan yOexJaloT B BBICOKMX J0XOJaX, YEMY CIOCOOCTBYIOT
CoJIep Kallliecss Ha pecypce KpacuBblie (PeiKoBbie OT3bIBBI 00 3(P(HEKTUBHOCTH
3apabotka. [l yOenuTeNTbHOCTH MOIICHHHUKH CO3JAl0T <OKepTBaM» JIMYHbBIC
aKKayHTbl Ha cailTe Oupxku (ImIaTdopmbl), IAe SKOObI OTOOPAKAIOTCS CYMMBI
BHECEHHBIX JICHEKHBIX cpecTB. Korma 4enoBek peiaeT BBIBECTU «MMEIOLIUEeCs
Ha CYETe» BJIOKCHHBIC JCHbI'M, HAYMHACTCS «UCTOPUS» O HEOOXOAUMOCTH
BHECCHMS HAJIOTa, CTPAXOBKH, KOMIIGHCALIUU U T.JA., BBIHYXKJas IMOTEPIEBIIETO
BHOCHUTh OYE€peIHbIE CyMMBI JeHer. [Ipu 3ToM <«kepTBe» BHauajge MOTYT JaTh
3apabotath okojio 100 pyOaeit 11 co3aHus BUAUMOCTH YCIICIITHOCTH MPOSKTa.

IIpumepsl MO YroJ10BHBIM JeJIaM:

B mepuon ¢ 21.10.2025 mo 19.01.2026 HeycTaHOBIIEHHBIE JHMLA IIyTEM
UCIIOJIb30BaHUs caiTa (eiikoBoil Oupxku «silent-point.comy», axkKayHTOB B
meccenmxepe «Telegram» (@akim777invest, @Reshetov_Al, @Manager Finl,
@MaksimBelovl989 u 3BoHkOB ¢ abOoHEHTCKMX HoMepoB +79236708186,
+48226022655, +441517008736, o npeajioroM MHBECTULIMM Ha OUpKe, MyTEM
oOMaHa COBEPILIUJIO XHIIEHHE ACHEKHBIX CPEACTB KUTEIbHUIIBI BOIKOBBICKA Ha
cymmy 6osee 39000 py6uieii, KOTOpbIE TIOCIETHSS TIEpEeBeia Ha MPEA0CTaBICHHbBIS
B XO0/JI€ MEPENUCKH MOJKOHTPOJIbHBIE HEYCTAHOBJIEHHOMY JIMIly OAHKOBCKHE CUETA.

B mepuon c¢ 20.11.2025 mno 13.01.2026 HeycTaHOBJIECHHBIE JIHIIA
MOCPEJICTBOM TEPENUCKH M 3BOHKOB B MecceHikepe «Temerpam» ¢ akkayHTa
@Dmytrkuznts ¢ abGonentckum HomepoMm +79030841519, (@maria 23254,
@Andreevich , @yuriiklimov1l8, mox mpemsioroM HWHBECTUPOBAHMS JEHEKHBIX
cpenctB B cdepe KpPUNTOBATIOTHI, MyTeM oOOMaHa 3aBlajelio JICHEKHBIMU
cpenctBamu skutenbHullbl ['poano, 2000 r.p. B obmeit cymme 28724 pyOnei,



KOTOpbIE  MOCJHEAHSISI CaMOCTOSITENIbHO TEpEBENa Ha  HEYCTAaHOBJICHHBIN
KPHUIITOKOIIEJIEK.

Yro HYKHO 3HATD npo pekaamy 0bICTPO 3apadoTaTh:

psaa (heKkoBbIX cailToB B ceTM VHTEpHET MO3ULIMOHUPYIOT ce0sl OMpKaMH,
KOMMHU HE SBJISIIOTCS, HET MOJIHBIX TapaHTUN B 3apab0OTKe U UCKIIOYECHUU MOTEpU
JIEHEXKHBIX CPEJICTB;

TaKhe CalThl MOTYT OBITh CO3JaHbl 32 CUMUTAHHOE BpPEeMs U3 JI0OOON TOYKU
MUpa, HATH UX BIAJENbLEB KpallHE 3aTPyAHUTEIBHO;

abcomoTHOE OOJBIIMHCTBO TaKUX CaWTOB UMEIOT B WHTepHeTe KpaiiHe
OTpULIATEIbHBIE OT3bIBbI, KOTOPBIE JIETKO HAWTU IMyTEM IMOUCKOBBIX 3alpOCOB B
CETH;

(elikoBble OMpPKM, KaK MPaBUIO, CO3AaHbl (3apErUCTPUPOBAHbI) HE Oojee
rojia Ha3aja, a TO ¥ MeCAIlbl 10 Hayana (yHKIIMOHUPOBAHHUS, YTO JIETKO IIPOBEPUTH
B cetu MHTEpHET;

JUTSl YKa3aHHOM JeATEeIbHOCTH HYKHbIE OOJBIINE MO3HAHUS U OMBIT paOOThI
¢ o(ULHMATbHBIMU U3BECTHBIMU MHTEPHET-pECypcamu, adCONIOTHOE OOJIBIINHCTBO
TAaKUX PECYPCOB U PEKJIaMa HA HUX B COLIMAJIbHBIX CETAX — ®EMK!

Kpome storo, B ceru HMuTepHeT pacmpocTpaHseTcss MHOTO (HEeMKOBBIX
pPECYpPCOB, PEKIIAMHUPYIOLIUX YCIYTH OT UMEHU IOPUCTOB, IOPUANUYECKUX U APYTHUX
OpraHu3aluii, areHTCTB u (POHJOB B OKa3aHWM T[IOMOINU IO BO3BpPATY
NEPEBEICHHBIX CPEACTB MOIICHHUKAM M JIKEOpOKepaM, KOrja 3J0yMbIIIICHHUKA
BHOBb MOIPOCAT MEPEBECTU ACHEKHBIC CPEACTBA 32 COU YCIYTH, MPEIOCTaBUTH
PEKBU3UTHI cueTa M Tak jgainee. M3BeCTHbI cCilyyau, KOrja TakuM o0OpazoM
rpakKJaaHe ABaXKIbl TEPSUIM CBOUM JICHBTH.

3. Tperbsi cxema — d¢elikoBble HHTEPHET-MArasuHbl 10 MPOJAAKe
TOBapoB (0jexaa, oOyBb, MeOe€Nb, Kayeiau, LBEThl, MOPEHIPOAYKThl U T.1I.) U
npeaocTaBjJeHMH ycayr, B yactHoctd B conuaibHOM cetn INSTAGRAM mun
rpynnax Telegram (HaunGosee 4acTbie Ciryvan)

MOIIIEHHUKN CO3/1al0T CTpaHUIlbl (AaKKAyHTOB) C M300paKEHHEM KPaCHUBBIX
TOBApOB MO MPHUBJICKATEIbHBIM II€HAM, «HAKPYYUBAIOT» OOJIBIIOE YHUCIIO
MOJAMKUCYUKOB JJIi CO3JaHUsl BUIMMOCTH pealibHOro Marasuna. (O0si3aTtenbHOe
ycinosue — IIOJIHAA TIPEJJOIIVIATA nyrtem nepeBoAa Ha MHOAKOHTPOJIbHBIE
3JI0YMBIIUICHHUKAM CUeTa.

Yro HYKHO 3HATD npu nokvnkax B cetu Uarepuer:

paHee HEW3BECTHbIE WHTEPHET-Mara3uHbl, padOTalIIMe TOJIBKO IO
npeaoIiaTe u mpeajararoue ToBapbl CTOMMOCTBIO HUYKE PHIHOYHOM — BBICOKHIMA
PHUCK MTOTEPH CPEJICTB;

doTtorpadun HUMEIONIMXCS TOBapOB Ha MHOXECTBE pa3HbIX (HOHOB
(B pa3HbIX MOMEILEHUSAX) — OJMH M3 MPU3HAKOB (DEMKOBOTO MarasuHa, JaHHbIE
¢dboTo ckauanbl B cetu HTEpHET;




no100HbIe (PEHKOBBIE aKKAayHTHl JIETKO CO3/Aal0OTCSI B CUMTAHHBIC Yachl,
OT3bIBBl W TMOJIUCKA HCKYCCTBEHHO HAKPYYMBAKOTCA, HMX BIAACIbIBI MOTYT
HAXOJIUThCA B JIFOOOM TOUKE MUPA, YTO YCIOKHSAET UX YCTAHOBIICHUE;

Oonee 0Oe€30MacHO OCYIIECTBIATH MOKYNKHM B HHTEPHET-MarasuHax Ha
U3BECTHBIX U IPOBEPEHHBIX UHTEPHET-ILIOMIAIKaX (M3BECTHBIE MAPKETIICHUCHI);

npu oHnanH-nokynkax pexkomenayerca UCKJIIOUUTDH [TPEAOIUIATY u
HE UCIIOJIb3OBATD ocHOBHYI0 OaHKOBCKYIO KapTy, a 0QOPMUTh BUPTYaJIbHYIO
U TIEpe]l COBEPIICHUEM OKYIIKU MEPEBOAUTH HAa HEE HEOOXOIUMYIO CYMMY.

4, YerBeprtas cxema — OUIIUHT

(UIIMHIOBbIE CaWThl OaHKOB (MHTEPHET-OAHKWHI, AaKUMUM IO BBIILJIATE
OOHYCOB M BO3HArpaKJICHUM 3a MPOXO0XKIECHUE OMPOCOB U JIp.);

¢ummnrossie  CEPBUCBHI cnyx0 noctaBku wid omiarkl (OT HMEHHU
kommnanuii «CDEKy, «EBponioutay, «benmnoura» u 1p.);

(UIIMHTOBBIE OOBSABIEHUS O CHAY€ JKUJbS B apeHAy C MOJIy4YEeHUEM
MPEAOIIaThl yTEM BBOJIa JaHHBIX OAHKOBCKUX KapT.

HEJIb 3510yMBIIIJIEHHUKOB — MOJYYUTh IOJIHBIE PEKBU3UTHI OAHKOBCKOU
KapThl ¥ Kojbl 3 SMS, mubo TOTUH W MapoJib B UHTEPHET-0aHK. 3aMoayduB 3TU
JAHHBIE, 3JIOYMBIILIECHHUK TIEPEBOJIUT BCE JIEHBI'U HA CBOM CUETA.

B cetu WurepHeT mnosiBaserca psAn (PEMKOBBIX CANTOB, UMUTUPYIOIIHMX
opuIManbHble CANThl OAHKOBCKUX YUYPEXKICHUM WA CTapTOBBIE CTPAHUIIBI
uHTepHeT-O0ankuHra. JKenas 3aliTM B CBOM JIMYHBIA KaOWHET, Ipa)KJaHE HULYT
CTpaHMIy HWHTEpPHET-OAHKMHTa CBOEro OaHKa IyTeM IOMCKOBOTO 3ampoca B
Opay3epe. Hepenko B mepBbIX pe3yibTaTax MMOMCKa 3a Ha3BaHUEM a0OpeBUATYpHI
(MHAHCOBOTO YUPEKJEHUS KPOETCS CChUIKa Ha (DUIIMHTOBBIM CaWT, BHEIIHE
HUYEM HE OTIIMYAKOLIUMCA OT OPUTMHAJIA, HO UMEIOIINN MHOM aApec B aJAPECHOU
cTpouke. BBOJis Ha TakoM caiiTe JIOTWH W MapoJjib BIIaJesel] cueTa MpeoCTaBseT
JIOCTYIl K UHTEPHET-0aHKUHTY, a 3TO MOJHBIM JOCTYM K cuery. Uepe3 cuuTaHHbIE
MUHYTHI JICHEKHBIE CPEJICTBA MEPEBOATCS 3JI0YMBIIUICHHUKAMHU Ha UHOW CUeT.

Hepenko mosib3oBaTean CETH MOTYT HAaTKHYThCS Ha pa3iudHble (PeilkoBbIE
peKJIaMHbIE aKIMU OeIOPYyCCKUX OaHKOB WJIM OpraHU3allvid, pa3MeElICHHbIC Ha
HeopuIManbHbIX BeO-caiitax. Kak mpaBuio, [Uisi MOJy4eHHs] BO3HArPaXKJICHUS,
TaM HEOOXOJMMO BBECTH PEKBHU3UTHI OAHKOBCKOW KapThl, TPEX3HAYHBI HOMED U
NOCTYNMUBIIMK KoJ U3 SMS, HO BMECTO BBIMIpPHIIIA MPOUCXOJUT CIIHCAHUE BCEX
JIEHEKHBIX CPEJICTB CO CUETA.

CTouT NOMHUTH, YTO (PUIIMHTOBBIE CCHUIKM MOTYT OBITh MPEAOCTABICHBI U
Ha caiiTaX TOKYMNKW/TIPOJAKH TOBApPOB C MpeaoCTaBiIeHHUEM (GopM s BBOJA
PEKBU3UTOB OAHKOBCKOW KapThl W Koaa u3 SMS, axo0bl 1 momydeHwus
JEHEXKHBIX CPEACTB (Hampumep, Ha Topropoi mnatdopme «Kydap»).

Hepenku ciyuau, korja mociie moJy4eHus 3J0YMBIIUICHHUKOM JIEHEKHOTO
nepeBoga B Buae npeaomnatel (Hanmpumep, B INSTAGRAM), c¢ uensio
JAIbHENIIEr0 XUIIEHUsI OH MOJ BUAOM BO3BpaTa CPEACTB WM OIUIATHI JOCTABKU
(Hanmpumep, TOBAap 3aKOHYWICS, JUOO HAI0 OIUIATHTH JOCTABKY) YyOEkIaer



MOTEPIEBIIET0 MEPEUTH MO MPEAOCTABICHHON CChUIKE W B ()OpMY Ha MHTEpHET-
CTpaHMIIC BBECTU PEKBU3UTHI OAHKOBCKOW KapThl SKOOBI JJIsl MOJTYUYEHUSI CPEJICTB
0OpaTHO WJIM OILIATHI TOCTABKHU.

3aBianeB peKBU3UTAMM KapThl U KoaaMu u3 SMS, MolIeHHMK, ¢ MX
HCNOJIb30BAHMEM TMOXHIIAET /JCeHEeKHbIe CpeACTBA € KapT-cyeTa IyTeM
nepeBo/ia HA CBOM cYeTa.

Yro HyxkHO 3HaTH po ®UIITHUHI:

IIpu ocymiectBieHnn noctyna kK cucreme uHTepHeT-OankuHr HEJIB34
UCKaTh CalT OaHKa IMyTeM MOMCKOBOTO 3ampoca B Opay3epe U MEpeXOoAuTh IO
MHTEPHET-CChIIKE. Aipec caliTa Hy’KHO 3HaThb U BBOJUThH «BPYUYHYIO» B aIpECHOM
ctpoke. Jlydmie wucnoyib30BaTh MOOWIBHOE MPWIOKEHUE, CKayaHHOE W3
o(pUIIMAIBHOTO UCTOYHHUKA.

AKIMM OT UWMEHHM OaHKOB O BBIIUIATE CPEACTB 3a IPOXOXKICHUE
aHKeTHpOBaHMs WK onpoca — PENK!

He BBoauTe nuuHble WU (PUHAHCOBBIE PEKBU3UTHI MOCIE MEpexoja Io
HEU3BECTHBIM CCBhLJIKAM OT HE3HAKOMIIEB

Hns monyuenus neHer Ha kapty HE HYXKHbBI 3 uudpst ¢ obparHoi
CTOPOHBI KapThl U KOJIbI U3 SMS (3T0 faHHbIE 11 criucanus cpeacTs!!!)

5. Iaras cxema —- UHTEPHET-BBIMOTI'ATEJIBCTBO

B xone noseputenbHOro oo6menus B cetu MHTepHeT (Hanmpumep, ¢ napHeM
OT MMEHH JIEBYIIKH B MECCEHPKEpE WM COLMAIbHOW CETH) 3J0YMBIIUICHHUK
NOJIy4yaeT MHTUMHBIE MaTepuaibl, MOCJIE 4YEero 3a Hepas3rjialleHue UX Tpedyer
nepeBo/ia ICHEKHBIX CPECTB.

[Ipu aHamOrUYHBIX NEPENUCKaX C «OOPAaTHON CTOPOHBI CETU» IMOJIb30BATEIb
npocut Ha AidoHE aBTOPU30BATHCS MOTEPIEBIIETO B UYKOM yUETHOW 3aIvcu
1Cloud no mpenocTaBieHHBIM PEKBU3UTAM, MOCIIE YEro, 3Hasl Mapoib, yIaJE€HHOTO
ookupyer TeneoH u TpedyeT JeHbIU 3a Pa30JIOKUPOBKY.

HY/KHO 3HATbD:

3a «aBaTapKoiy» Jpyra WIM CIy4allHOTO 3HAKOMOTO MOXET CKPBIBATHCS
MPECTYIIHUK, HE CTOUT pACHpPOCTPAaHATh B CETH JIMYHBIC MaTepHANIBl HWIIU
(bUHAHCOBBIC TaHHBIC,

HUKOT/Ia HE BXOJUTE 10 MPOCKOE CIIyYailHbIX 3HAKOMBIX B YUETHYIO 3alIPUCHh
1Cloud nnu unble.

6. Illectas cxema — «PEAK-BOCC»

3/I0yMBIIIJIEHHUKH K3Yy4aloT CpeJCTBa OOMEHa COOOIIECHUSIMU (JIaHHbIE
YYaCTHUKOB TIEPENHCKHU, COJEPKaHhe COOOIIEHUN B YaTax, rpynmax, KaHajnax u
mmunbix nepenuckax (VIBER, TELEGRAM) B paznuunbix MecceHmkepax H
COLIMAJIbHBIX  CETSX, HCIOJb3yeMbIX pabOTHUKAMU JUIsi KOMMYHHKAIIUH,



ONPENENAIOT YUYETHBIE 3allUCH PYKOBOAMUTENEH, CO31al0T KOMUU HMX YUYETHBIX
3alMCeil U BCTYNAIOT B JIMYHYIO MEPENUCKY C MHBIMU YYaCTHUKAMU TaKWUX YaTOB.

B xome nmepenucku, BbigaBas ceds 3A  PYKOBOIUTEJIA,
3JIOYMBIIIUICHHUK COOOIIAeT BBIMBIIUICHHBIC CBEICHHS O TOM, YTO PAOOTHUKOM
MHTEPECOBAINCH COTPYAHUKHU MPABOOXPAHUTEIBHBIX OPraHoB (Ha3bIBAECT JaHHbIC
ITUX «COTPYIHUKOB)») U HACTAWBAET Ha COXpPaHEHUU KOH(PHUACHIIMAIBHOCTU (paKTa
oOlIeHHs. YKa3aHHBIA TICUXOJIOTUMYECKUM TpUEM B PAJE CIydyaeB CHHXKAET
YPOBEHb KPUTHYECKOW OLECHKHA TPaXJTAHUHOM IOCIECAYIOIUX JAEUCTBUU
MPECTYIHUKOB, oOecreunBas OECHPEKOCIOBHOE BBIMOJHEHUE MOCTYIMAOIUX OT
HUX YKa3aHUU.

Janee rpaxkaaHuHy MOCTYHalOT 3BOHKU MOCPEACTBOM MECCEHKEPOB WU
Tele(OHHOW CBSI3U OT SKOOBI COTPYJHHMKOB MPAaBOOXPAHUTEIIHPHBIX OPraHOB, a
Takke OaHKOBCKUX YUPEKICHHH, B HEKOTOPBIX Clydasx C JAEMOHCTpaluen
MOCPEACTBOM  MECCEH/DKEepoB  (ororpadum  MOAJMETBHBIX  CIY)KCOHBIX
yaocToBepeHuid. B xone 6ecepl ICeBIOCOTPYIHUKY YOSKAAI0T B HEOOXOIUMOCTHU
COBEPILICHUS ONpPEACICHHBIX JCHCTBUHA, B TOM 4YHUCIE IO MEPEUUCICHUIO
JIEHE)KHBIX CPEACTB MO PA3JIMYHBIMU MOIICHHUYECKUMU MTPEJIOTaMH.

HYKHO 3HATb:

OpU TMOCTYIUIEHUU TOJOOHBIX COOOIIEHUMH B MECCEHDKEepax MpPOBEPSITh
MPUHAJICKHOCTh COOTBETCTBYIOIIEH YYETHOW 3aluCcHd TOMY JIMIY, HMEHEM
KOTOPOTO YYe€THas 3amuch Ha3BaHa W (W) (oTonM300pakKeHUe KOTOPOTO
npuUCyTCTBYyeT B Tmpodmie — cBepuTh adoneHtckuid Homep (MECCEHXEP
[TPOMHOOPMUPYET, uyrto HOMep coOeceqHMKAa HE 3aludcaH B Ballel
TesaeOHHON KHUTE), CBA3ATHCS C BJIAJAEIbLIEM YUYETHOM 3aMiCcH TI0 MHBIM KaHajlaM
CBSI3U;

HUKOMY HE COOOIIaTh PEKBU3UTHI OAHKOBCKUX KapT, ayTEHTU(PUKAIIMOHHbBIE
JAHHBIE ISl JOCTyNa K OaHKOBCKUM CY€TaM, COJEp>KaHHE SMS-COOOIICHUI,
MOCTYMUBIINX HA JUYHbIE A00OHEHTCKHUE HOMEPA, BBIIIOIHATH UHCTPYKIIUY;

B CIy4yae OCYIIECTBJICHHS HECAHKIIMOHMPOBAHHOIO JOCTYyNa K Y4YETHOMH
3aliCH  WHTEPHET-MECCEH/Kepa WM  COIMAJIbHOM  CeTH  MPUHUMATH
HE3aMeJIUTEIbHbIE MEPHI IO YBEIOMJICHHUIO O CIIyYUBILIEMCS IPaXK]IaH, OOIEHHE C
KOTOPBIMHA ~ OCYIIECTBISUIOCH B yKa3aHHOM  HWHTEPHET-MECCEHKEpE  WIH
COLIMAIIBHOW CETH, C UEIbI0 NPEAYNPEeKICHUS O BO3MOXHBIX MOIMbBITKAX
OCYIIECTBJICHUS B OTHOIICHUH HUX MIPECTYITHBIX JICHCTBUIA;

HE3aMeJIUTEIbHO HHPOPMUPOBATH O BBISBJICHHBIX MOMBITKaX PYKOBOJICTBO
opraHuzanuu (IPEeANpPUATHS) I TPUHATHS MEp MO0 YMIPEKICHUIO TMOJT0O0HBIX
JEHCTBUM U TPABOOXPAHUTEIBHBIC OPTaHbl JJI pearupOBaHMSL.

Taxkxe (pexe) B I'poaHeHCKOH 00J1acTH (PUKCHPYIOTCH HMHBIE CXEMbI
KuOepnpecTynjieHuii:

OIJIaTa Ha COMHHUTEIBHBIX calTax yciayr opopMJICHHsS BU3 JUJIS Bble3/a B
IpYTUe CTPAaHbL;



npefomiata Ha apeHlly <OKWIbsS» IOCJIE TOMCKa OOBSIBICHUM B CETH
HNuTepHer;

XUIIEHUE CPEJCTB MOJI BUJOM OIUIATHI BHIMTPHIIIA B C€TH VIHTEpHET;

MEePEBOJT JICHET «BO3JIOOJIEHHOMY», MPEACTABIISAIONIEMYCSl JKEHIIUMHAM B
MEpPErnucKe B  MECCEHIKEPE  «BOCHHBIM»,  «BpPauoOM»,  «YMHPAIOUIUM
MUJIJTHOHEPOMY, «AaKTEPOMY», TIOMABIIEMY B CIOKHYIO CHUTYyaIldi0, TPEOYIOIIYIO
OIUIaThl pacxoJoB nJsa mnpue3ga B PecnyOnuky benapych, pactamoXMBaHHs
«IIEHHOTO ToJIapKa» U T.I. (HampuMep, u3BecTeH (akT OOIIECHHS OT UMEHU aKTepa
Kuany PuB3a);

3aBJaJicHUE JICHbIaMU MyTeM (PEHKOBBIX OOBSBICHUN O MOMOIIHA OOJHHBIM
J015IM (0J1arOTBOPUTEIBHOCTB);

XHUIIEHNUE IMyTeM MPOoCchd 00 OJOIKEHUM JICHE)KHBIX CPEJCTB B COIHMATILHOMN
CETH WUJIM B MECCEHJIKEpEe 0OpAaTUBIIEMYCS B IEPETUCKE «IPYTY».

BAKHO 3HATD:

psAn calTOB MO0 aKKAyHTOB MOTYT ObITh (DEMKOBBIMHU, OHM CO3/IAIOTCS B
M000i1 TOUKE MHpa, HENb3sl peliarh Jr0ble (PMHAHCOBBIE BOINPOCHI B CETU
HNuTtepHeT, 00CTOATEIHCTBA YTOUHAThH JUYHBIM 3BOHKOM HJIM TIPU BCTPEUE; HENb3s
cooOmiaTh JUYHbIE W (UHAHCOBBIC JAaHHBIC, MEPEXOJUTh MO HEU3BECTHHIM
CChUIKAM M cailTam, Korja noTrpeOyeTcsi BBOJ JIMYHBIX JAHHBIX U PEKBU3UTOB
(macnoptHbie maHHble, pekBU3UThl BIIK, xoapl u3 CMC, JIOTMHBI U MapoJiM K
YUYEHBIM 3aluCcsM, CKayuMBaHHME [MpOrpaMM, MOJITBEpPXKIACHUE 3alpoca Ha
MOJKIFOUEHUE aKKayHTa Ha BTOPOE YCTPOUCTBO U T.JI.)

K coxanenuto, gaTh peKOMEHAALMHU O MOBEJACHUU B KaXKJIOM BO3MOXXHOM
Cllydae HeJb3sl, HO BCEM TpaxkjaHaMm B JI0OOOH CUTyallud CIEayeT HE TepsTh
OIUTENBbHOCTh, OOJyMAaHHO OTHOCUTCA KO BCEMY IPOUCXOMASIIEMY B CETH
HNurtepuer. HeoOXoaumMo MBICIUTh KPUTUYECKH W HE MPUHUMATh IMOCIHENTHBIX
pemenuii. [locoBeryiiTech ¢ ujieHaMU CEMbU WX JIpYy3bsiMU. Beab B OOJBIIMHCTBE
CIy4yaeB W3JIMILIHAS JOBEPUYMBOCTh M HEOCMOTPUTEIBHOCTh CAMHUX TIpaxiaaH
CIIOCOOCTBYET COBEPILIECHUIO BBIIICYKA3aHHBIX MPECTYIICHUM.

®OPMbI coyuyactusi rpaxkiaaH B NPEeCTYIHOM JAeSITeJIbHOCTH
MOIIIEHHUKOB:

«paboTa» KYpbEpOM: y O0OMaHyThIX rpakJ1aH
3a0paTh/TiepeaaTh/IePEeUUCIIUTh JIEHBIH);

MpoJlaXka MOIIIEHHUKAaM OaHKOBCKUX KapT U UX PEKBU3UTOB (JIOTMH U MMApOJIb
K UHTEpHET-0aHKY), KOTOPBIE UCTIOIB3YIOTCS JIJIsl BRIBOJA TIOXUIIICHHBIX CPEJICTB.

IIpumep no geny «Kypbepa»:
«O0MaHyJ M M TOACTABMJIM: TICHCMOHEpKa u3 ['poaHo mnoBepuiia
MOIIIEHHUKAM U 0KA3aJ1aCh MOJ CICIICTBUEM).



['pogHeHckuM  MexpailloHHBIM  oTaenoM  CIIEACTBEHHOIO  KOMHUTETa
yCTaHABIUBAIOTCS OOCTOSATENHCTBA MOIIEHHUYECTBA, COBEPIICHHOTO B 0CO00
KPYITHOM pa3Mmepe.

[lo maHHBIM CIEACTBUS, B KOHIIE JeKaOps MPOILIOro roja Ha JTOMaIIHUN
tenedoH 80-meTHel JKUTENbHULBI [POJHO TO3BOHMUI SIKOOBI «COTPYIHUK
CnencrBeHHoro komuteTa». C MEpBBIX MHUHYT pa3roBopa OH IIOKHPOBal
NIEHCUOHEPKY JIOKHOW MH(pOpMaILMeil: Ha €€ uMsa 0(pOpMIIEH KPEAUT, 10 KOTOPOMY
MIPOBEJCHBl COMHUTENBHBIE OINEpaldH, 4YacTh M3 HHUX — OTO IIEPEBOJBI HA
(MHaHCUPOBAHUE FIKCTPEMUCTCKOM IE€ATETbHOCTH.

3/0yMBIIICHHUK YOeaua >KeHIIMHY, YTO 3a 3TU JACUCTBUS €l TpO3UT
YTOJOBHAasl OTBETCTBEHHOCTb, U 3asBWJI O HEOOXOJIMMOCTH CPOYHO MOJYyYHUTH B
MockBe crpaBkKy, MOATBEPKIAIOIIYI0 €€ HEeNpUYacTHOCTh. lIpm 3TOM OH He
Ha3bplBaJl HU KOHKPETHBIX JOJDKHOCTHBIX JIMIL, HU aAPECOB TOCYAAPCTBEHHBIX
YUPEKICHUH, TJI€ MOKHO MOTYYUTh TAKOMW JOKYMEHT.

HcnyranHasi BO3MOKHBIMH TOCTEACTBUSIMU, NIEHCUOHEPKA 0€3 BO3paKEHUMN
BBITIOJIHSIJIA BCE yKa3aHUs MOLIEHHUKOB. OHUM U3 «IOpY4YEHUiD» ObUIO 3a0patTh
«JIOKYMEHTBI» y ABYX JKHUTEJIel 00JacCTHOTO LIEHTPA, KOTOPbIE SIKOOBI OKA3aJIUCh B
AHAJIOTUYHOU CUTYalluH, U OTBE3TU UX B MOCKBY.

B TOT ke JIeHb JXKEHILMHA, IEPEIBUTasCh HA TAKCH, IOeXaja N0 yYKa3aHHbIM
aapecam, rae e€ JeMCTBUTENBHO Kaanu Jiroau. OHaKo reperaBaid OHU €l BOBCE
HE JOKYMEHTBI, a JEHEXKHbIe cpeacTBa. [Ipomomxkas ciaegoBaTh WHCTPYKIUSAM
TpeOOBATENLHOIO COOECEIHNKA, KUTEIbHUIA [ pOIHO cesla B MaplIpyTHOE TaKCH,
4yTOOBI Toexath 10 MuHcka. [1o myTtu Tpancnopt ocTaHOBWIM cOTpyaHuku ['AU,
KOTOpble OOHAPYKWJIM B €€ JTMYHBIX Belax Oosee 84 Thicsay pyoOsieil.

Ha nompoce ’KeHIMHA NOSICHWIIA, YTO MOIICHHUKH TOBOPUIU C HEH
HACTOJIbKO YOEIUTENbHO, YTO Y HE€ HE BO3HMKIIO HU MAJIEUIIMX COMHEHUH B MX
uckpeHHoctd. O TOM, YTO HE3HAKOMBIE JItOIU OYyIyT MepefaBaTh €d JIeHbIU
BMECTO JIOKYMEHTOB, €€ HUKTO HE NIPEAYIPEIK AL

['ponHeHCKMM  MEXpallOHHBIM ~ OTAEAOM  CIEACTBEHHOTO  KOMMTETA
BO30Y>KJICHO yroJjioBHOE Jiesio 1o 4.4 ¢1.209 (MOIIEHHUYECTBO, COBEPIICHHOE B
0c000 KpyImHOM pa3Mepe) YToiaoBHOTO Kojekca Pecniybnuku bemapyce.

OxoHuaTeNnbHas MPaBOBasi OLICHKA JIECUCTBUAM (QUIypaHTKU OyAeT JaHa Mo
pe3yJibTaTaMm paccie10BaHusl.

OTBETCTBEHHOCTh «KYypbepa» 3a COy4acTHE B MPECTYIUIEHUH — cTaThs 209
YronoBHOTO KOACKCa (MaKCUMaJIbHOE Haka3aHue — J10 12 JieT JuiieHusi cBoOOIbI
co mrpadom)

3a mpomaxy JWYHOM OAHKOBCKOM KapThl JMOO PEKBU3WUTOB JIOCTyIa K
cBoemy KapT-cuety — ctarbs 12.35. KoAll (mrpad ot 20 1o 50 6a30BbIX BEIUYNH,
OOIIIECTBEHHbIE PAOOTHI U APECT)

3a npoAaxy 4y>Kux OAHKOBCKHX KapT JUOO PEKBU3UTOB JOCTYIA K Uy KUM
KapT-cueTaMm) — cTaThd 222 YTroJIOBHOTO KOJAEKCa (MaKCMMallbHOE HAaKa3aHHE 0
10 et nuieHust CBOOOIBI).



JIIOBBIE JENCTBUSI B UHTEPHETE HABCEI'JJA OCTABJISIIOT
[A®POBOM  OTMEYATOK  (CJEAB), IO  KOTOPOMY
YCTAHABJIMBAIOT BUHOBHOE JIUIO

BCS BLILIO)KEHHASI B UHTEPHET JIMYHASI u ®UHAHCOBAS
NUH®OPMALIUSI MOET BbITh MCIHOJIb30BAHA NMPOTUB BAC
(LIU®POBOE JOCBE)

Telegram-kananr CreICTBEHHOTO KOMHTETa, B KOTOPOM ITyOJUKYHOTCS
aKTyaJbHbIE CXEMBbI, UCIIOJIb3yeMble KNOEPMOLIEHHUKAMH U ApyTas uHpopmarus
O MPOTUBOACUCTBUU KUOCPIIPECTYIIICHUSIM

NMognucestsancsa!

O xuSepnpecrynmocT: ExxenenenbHo mo nstHULiaM B adupe «Paamno
['pogno» B 17:50 otnenom uu@poBOro pa3BUTHS

IIPEIBAPUTEIBHOTO CIIECTBUA YCK 1o

['pogHeHckoi  oOnacTW  KUTENSIM  pEruoHa

JTOBOIAUTCS aKTyallbHast uHbopMaIus 0

3a(pUKCHUPOBAHHBIX CXeMaX KUOepHpecTyIIeHUH 3a

HEJIEIIO.




